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UF ‘ UNIVERSITY of
Job Title: IT Senior Director
Job Family IT

FLSA Status Exempt

Pay Grade B5

Salary Plan TA12
Job Code 001651

UF Information Technology Classification”

Summary:

Reporting to the Vice President and Chief InformatOfficer, this position is a top University infoation technology
leader with responsibility for IT functions at amterprise-wide level. Areas of responsibility maglude, but are not
limited to, research technology, academic technglegterprise applications, infrastructure, anddgstems, and public
service.

Examples of Work:
Job Functions are specific duties that would bkigre in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultes of the duties performed.

* Leverages technology through envisioning innovatises of IT and leading identification and develeptrof
transforming customer service opportunities

« Plans, deploys, operates, and maintains core Wicesr;, software and/or infrastructure

* Represents the CIO and acts as in-charge offic€i@is absence

* Collaborates with academic and business Univecsitgmunities to identify, plan and execute contiraiou
improvement of mission critical services and system

« Deprecates and divests from obsolete services

e Serves as liaison and advisor to the Universitiativernance Committees

« Develops institutional policy, standards and beattice

« Identifies opportunities for revenue generation sgteppropriate

« Facilitates university, regional, and state-widatjprojects which require coordinated efforts toslvaommon
and/or shared service, software, policies, or stftecture

Education and Experience:

Master's degree in an appropriate area of speaigizand six years of appropriate experience;lmchelor's degree in
an appropriate area of specialization and eightsyebappropriate experience Appropriate collegersework or
vocational/technical training may substitute atgnivalent rate for the required experience.

Licensure and Certification:

Supervision: Provides overall direction and guidance to subatdimirectors, associate directors, managers aijelcpr
managers

*Reserved Classification - Use of this classifioatbutside of UFIT requires prior approval by Cifisation and
Compensation

The Foundation for The Gator Nation
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An Equal Opportunity Institution UF@



UF ‘ UNIVERSITY of
Job Title IT Director

Job Family IT

FLSA Status Exempt

Pay Grade B4

Salary Plan TA12
Job Code 001853

Summary:
This position is responsible for directing a corfimation technology function in a UFIT departmenfor directing the
comprehensive IT support for a college IT departmen

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

« Directs the coordination of network systems andastfucture

« Oversees the provision of hardware and softwareas a comprehensive analysis of user needs

e At the college level, directs user support for paeg computer and desktop support Oversees a WHRIdtibn
that impacts multiple University departments anlieges

» Develops computing standards for hardware and soffwevaluating new hardware and software and rexord
appropriate selections for purchase

e This position has responsibility for planning anaipet management of the IT function

« Maintains compliance with UF Computing Policiesuimiversity computing activities at the college epdrtment
level

e Stays current on emerging technologies and evaapakcability to UF environment

« Promotes and coordinates planning, developing mupteimenting programs, projects and systems whigh ma
involve more than one IT unit or user group acEEsRpUS.

Education and Experience:

Master's degree in an appropriate area of speaigizand six years of appropriate experience;lmchelor's degree in
an appropriate area of specialization and eightsyebappropriate experience. Appropriate collegersework or
vocational/technical training may substitute atgnivalent rate for the required experience.

Licensure and Certification:

Supervision: Directs IT managers and staff

The Foundation for The Gator Nation
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UF ‘ UNIVERSITY of
FLORIDA
Job Title IT Associate Director

Job Family IT

FLSA Status Exempt
Pay Grade B2
Salary Plan TEAMS
Job Code 001852

Summary:
Reporting to an Associate CIO or IT Director, thissition is responsible for the direction, coordima and

administration of IT-related activities in one oora information technology areas. Responsibledsources, results,
and ROI. Directs the activities of technical stdffentors and motivates staff. Measures performamz makes
continuous improvements. May function as direatdhnis/her absence as required.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultesx of the duties performed.
* Assists the Associate CIO/Director in short andyloange planning for unit
» Supervises assistant directors, managers andstafictional work-groups and processes
e Project & Portfolio Management:
o Develops project plans, including scope, schedurld,budgets, for major projects.
o0 Formulates Requirements definition & Infrastructlmpact Assessment for proposed new services or
changes to existing services.
0 Tracks projects; reports status, and resolves @nadl Supervises and manages cross-functional gojec
* Performs needs assessment and capacity planning
» Directs Operations & Maintenance of ongoing sewwice
» Defines and monitors critical success factors andderformance indicators
» Defines Service Level Agreements stating expectatregarding performance of services
¢ Oversees employee development within unit
« May be responsible for leading or championing prgj@mploying cross-functional teams of IT profesails
« May serve on university, statewide or national catte®s concerned with development of IT standandks a
policies

Education and Experience:
Master's degree in an appropriate area of speai@izand five years of experience; or a bachetlatgee in an

appropriate area of specialization and seven ydappropriate experience. Appropriate collegersework or
vocational/technical training may substitute atgnivalent rate for the required experience.

Licensure and Certification:

Supervision: Responsible for supervising information technolaggnagers and staff

An Equal Opportunity Institution l\"\l\{,(;l,,l
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UF ‘ UNIVERSITY of

Job Title Chief Information Security Officer
Job Family IT

FLSA Status Exempt

Pay Grade B5

Salary Plan TA12
Job Code 001866

UF Information Technology Classification*

Summary:

Reporting directly to the Vice President and Cimébrmation Officer, the Chief Information SecuriBfficer (CISO), a
single incumbent position, is responsible for thganization’s development and enforcement of sgcpdlicy and
strategy related to the security of the Universityiformation assets. The role of the CISO sphe£ntire University of
Florida enterprise, including Direct Service Orgaions and Affiliates. The CISO exercises entegpwide authority
for compliance with University information securjpglicies consistent with applicable industry stamid and
governmental regulations.

Examples of Work:
Job Functions are specific duties that would buded in the essential functions of the job desicnip These functions

are not all-inclusive nor do they cover the fultemt of the duties performed.

« Develop, implement and monitor a strategic, compmnsive enterprise information security and IT risk
management

« Manage the University’s security organization, dstirsg of direct reports and indirect reports

« Develop, maintain and publish up-to-date securitijcges, standards and guidelines, and oversedrigaand
dissemination of security policies and practices

* Facilitate information security governance througplementation of a hierarchical governance program

» Create, communicate and implement a risk-basedepsdor vendor risk management, including assedsanen
treatment for risks that may result from partneasultants and other service providers

« Create a framework for roles and responsibilitiéth wegard to information ownership, classification
accountability and protection

«  Work directly with the business units to facilitdferisk assessment and risk management processgsyork
with stakeholders through the enterprise on idgntf acceptable levels of residual risk

* Oversees the selection, development, deploymentitanmg, maintenance, and enhancement of the
organization’s security technology

» Oversees performance of IT risk assessments, aaddssecurity incident investigation

Education and Experience:
Master's degree in an appropriate area of spegi@izand six years of appropriate experience;lmachelor's degree
in an appropriate area of specialization and ejghts of appropriate experience.

Licensure and Certification:

Supervision: Responsible for supervising information technoletgff.

*Reserved Classification - Use of this classifioatbutside of UFIT requires prior approval by Cifasation and
Compensation
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UF [FLORIDA

Job Title Application Database Administrator
Level 1
Job Family Information Technology

FLSA Status  Exempt
Pay Grade C1
Salary Plan TA12
Job Code 001807

Summary:

This is an intermediate professional level role thesigns and supports DBMS of low complexity assists in the
design and support of DBMS of medium complexity emdirect supervision.

The Application Database Administrator’s role igsign, monitor, maintain, and application perfance tune
production databases while ensuring high levelfatd availability.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

* Analyzes data requirements, application and pracgsschitectures, data dictionaries, and databelsemay(s),
and then designs, develops, amends, optimizes;atifies database schema design to meet system(s)
requirements.

e Gathers, analyzes, and normalizes relevant infeomaglated to, and from business processes, fumgtiand
operations to evaluate data credibility and deteennelevance and meaning.

« Assists in the development and design of datalradevarehouse applications across multiple platfaants
computing environments.

» Assists in the development of an overall data &chire that supports the information needs obthgness in a
flexible but secure environment.

integrity and availability of databases and thetampanying software.
Education and Experience:
Bachelor's degree and one year of appropriate iexuper. Appropriate college coursework or vocatiteehnical training
may substitute at an equivalent rate for the reguaxperience.

Licensure and Certification:

Supervision: This position has no supervisory responsibilities.

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Application Database Administrator
Level 2
Job Family Information Technology

FLSA Status Exempt
Pay Grade C2
Salary Plan TA12
Job Code 001808

Summary:

This is a senior professional level role that designd supports DBMS of medium complexity and &ssisthe design
and support of DBMS of high complexity.

The Application Database Administrator’s role ig&sign, monitor, maintain, and application perfance tune
production databases while ensuring high levelfatd availability.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

* Analyzes data requirements, application and pracgsschitectures, data dictionaries, and databelsemay(s),
and then designs, develops, amends, optimizes;atities database schema design to meet system(s)
requirements.

* Gathers, analyzes, and normalizes relevant infeomaglated to, and from business processes, fumgtand
operations to evaluate data credibility and deteemelevance and meaning.

« Plays a lead role in the development and desiglafbase and warehouse applications across mudtigiferms
and computing environments.

« Plays a lead role in the development of an ovelath architecture that supports the informatiordaexd the
business in a flexible but secure environment.

integrity and availability of databases and thetampanying software.

Education and Experience:
Bachelor's degree and three years of approprigeriexce. Appropriate college coursework or voceitechnical
training may substitute at an equivalent rate lierrequired experience.

Licensure and Certification:

Supervision: This position has no supervisory responsibilitiag, may assist with coordinating the work of othens
assigns work to less experienced staff.

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Application Database Administrator
Level 3
Job Family Information Technology

FLSA Status Exempt
Pay Grade C3
Salary Plan TA12
Job Code 001809

Summary:

This is a senior professional level role that designd supports DBMS of high complexity. Underegahdirection,
designs, implements, and maintains highly compbegalohses.

The Application Database Administrator’s role igsign, monitor, maintain, and application perfance tune
production databases while ensuring high levelfatd availability.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinp These functions
are not all-inclusive nor do they cover the fulteax of the duties performed.

* Analyzes data requirements, application and pracgsschitectures, data dictionaries, and databelsema(s),
and then designs, develops, amends, optimizes;atitles database schema design to meet system(s)
requirements.

* Gathers, analyzes, and normalizes relevant infeomaglated to, and from business processes, fumgtand
operations to evaluate data credibility and deteemelevance and meaning.

« Mentors others in the develop and design of databad warehouse applications across multiple ptag@and
computing environments.

« Mentors others in the development of an overak @athitecture that supports the information neédse
business in a flexible but secure environment.

integrity and availability of databases and thetampanying software.

Education and Experience:
Bachelor's degree and five years of appropriaterspce. Appropriate college coursework or vocatiteachnical
training may substitute at an equivalent rate lierrequired experience.

Licensure and Certification:

Supervision: This position has no supervisory responsibilitias, may coordinate the work of others and assigrk wm
less experienced staff.

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Application Developer Analyst
Level 1
Job Family Information Technology

FLSA Status Exempt
Pay Grade C1
Salary Plan TA12
Job Code 001810

Summary:

This is a professional level role that under disegtervision, works closely with customers, bussrasalysts and team
members to understand business requirements ikattde analysis and design to develop qualityriezh solutions,
with a good understanding of the IT systems andluidipes. Participates in, and has a good undedstg of IT systems,
development lifecycle, quality assurance/testimgl iategration methodologies

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

e Assists in research and fact-finding to develomodify information systems. Assists in preparirgaied
specifications from which programs will be written.

» Participates in assessing design options, idest#iel analyzes problems, authors codes, testssddislcode,
troubleshoots applications, maintains installedesys, produces and maintains documentation.

« Prepares and implements data verification andhigstiethods. Understands quality assurance/testing
methodologies.

* Reviews data loaded into the data warehouse farracg. Creates, supports and tests index and agepts
(e.g. ETLs, etc) and troubleshoots existing dateehause applications.

» Assists with developing software integration, exéinterface development and technical documenntati

* Assists with estimating of the analysis and develept effort based on requirements

» Assists with recommendations towards the developwiemew code or reuse/enhancement of existing.code
» Assists in the development and execution of systs#ss practices across the organization.

« Develop technical documentation (designs, spetifing, processes) and communications

Education and Experience:
Bachelor's degree and one year of appropriate expey. Appropriate college coursework or vocatiteehnical
training may substitute at an equivalent rate lierrequired experience.

Licensure and Certification:

Supervision: This position has no supervisory responsibilities.

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Application Developer Analyst
Level 2
Job Family Information Technology

FLSA Status Exempt
Pay Grade C2
Salary Plan TA12
Job Code 001811

Summary:

This is a professional level role that under gelnarpervision, works closely with customers, busghanalysts and team
members to understand business requirements ikattde analysis and design to develop qualityriezh solutions.
Has a solid understanding of IT systems, developtifenycle, quality assurance/testing, and intigramethodologies.

Examples of Work:
Job Functions are specific duties that would buded in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

* Formulates and defines system scope and objedtiv@sgh research and fact-finding to develop or ifiyod
complex information systems. Prepares detailedifpations from which programs will be written.

» Assists with recommendations towards the developwiemew code/data/reports or reuse/enhancement of
existing.

e Assesses design options, designs technical regamsnfor application, identifies and analyzes peotd, tests
and debugs code, troubleshoots applications, niaitastalled systems, produces and maintains deotation,
and conducts application quality assurance.

* Analyzes and revises existing system logic diftiesl and documentation. Responsible for softwategration,
external interface development and technical docuatien.

« Provides estimates of the analysis and developaféot based on requirements

* Makes recommendations for development of new codeuse/enhancement of existing code. May partieipa
component and data architecture design, performaiocétoring, product evaluation and buy versusduil
recommendations.

e Assists in the development, maintenance, and stippan enterprise data warehouse system and pomdisg
data marts. Troubleshoots and tunes existingwlatahouse applications.
* Develops best practices for development and exatofi systems across the organization.

» Develop technical documentation (designs, speti@ing, processes) and communications
* Prepares and implements data verification andigstiethods for the data warehouse and reportinglet$tands
quality assurance/testing methodologies.

Education and Experience:
Master's degree and one year of appropriate experi®r a bachelor's degree and three years obip@ie experience.
Appropriate college coursework may substitute atguivalent rate for the required experience.

Licensure and Certification:

Supervision: This position has no supervisory responsibilities.

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Application Developer Analyst
Level 3
Job Family Information Technology

FLSA Status Exempt
Pay Grade C3
Salary Plan TA12
Job Code 001812

Summary:

This is a professional level role that under gelndiraction, works closely with customers, businasalysts and team
members to understand business requirements ikattde analysis and design to develop qualityriezh solutions.
Has an advanced understanding of IT systems, dawelot lifecycle, quality assurance/testing, andgrdtion
methodologies.

Examples of Work:
Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultent of the duties performed.

* Provides expertise for the design and developnieliit systems.

» Oversees the definition of system scope and obgsthased on user needs. Prepares detailed spgeifs from
which programs will be written.

« Provides feasibility assessments, design techoa#dns, authors codes, troubleshoots applicatimastains
installed systems, produces and maintains docutimmtand conducts application quality assuranacktasting.

* Analyzes business requirements and revises exisyistgm logic difficulties and documentation. ridges
software integration, external interface developnaeml technical documentation.

* Provides estimates of the analysis and developgfémt based on requirements

« Recommends development of new code or reuse/ermeantef existing code. Participates or leads in
component and architecture design, performancetorang, product evaluation.

* Understands industry and IT best practices, desedop fosters the use of systems standards anesges:
across the organization.

« Develop technical documentation (designs, spetifing, processes) and communications

« Provides technical mentoring and coaching to leperenced staff

« Prepares and implements data verification andhigstiethods for the data warehouse and reportinglet$tands
quality assurance/testing methodologies.

* Provides expertise for the design and developmiet systems.

* Provides product support and maintenance of theewlatehouse and reporting.

» Performs data warehouse design and constructiodesCand documents scripts and reports.

« Designs and implements data strategy methods. |@@/programs and systems documentation.

Education and Experience:
Master's degree and three years of appropriataierpe; or a bachelor's degree and five years fogpiate experience.

The Foundation for The Gator Nation

An Equal Opportunity Institution UF E x\\) l\"\l\{,(;l,,l




UF [FLORIDA
Licensure and Certification:

Supervision: May oversee and direct the work of employees bpésusion is not the focus of the job.

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Application Developer Analyst
Level 4
Job Family Information Technology

FLSA Status Exempt
Pay Grade C4
Salary Plan TA12
Job Code 001813

Summary:

This is a senior professional level role that urtdgh level direction, works closely with customdrasiness analysts and
team members to understand business requirementdrive the analysis and design to develop qutditinical
solutions. Has an in-depth understanding of ITesys, development lifecycle, quality assuranceftgsand integration
methodologies.

Examples of Work:
Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultent of the duties performed.

« Provides expertise for the design and developnieiit systems, within all levels of complexity

* May lead efforts to project completion and useis&attion, related to support and/or projects.

» Leads definition of system scope and objectivesthas user needs.

» Leads feasibility assessments, design options |al@vent, testing, quality assurance, and docunmentatHas
solid understanding of business or function forl@pgon.

e Instructs, directs, and monitors work of other gsts and programming team members. Provides teahni
mentoring, coordinates and may assign work tod&pgrienced staff.

* Manages software integration, external interfaceebpment and technical documentation.

* Provides estimates of the analysis and developgfénmt based on requirements

» Drives development of new code/data/reports orefemhancement of existing code.

» Participates or leads in component and architectesgn, performance monitoring, product evaluation

« Ensures development of technical documentatiorigdesspecifications, processes)

e Stays abreast of IT industry best practices. &sdsestablishes standards for the Organizationclhachpions the
processes.

Education and Experience:
Master's degree and five years of appropriate émes; or a bachelor's degree and seven yearpof@pate
experience.

Licensure and Certification:

Supervision: Guides and coordinates the work of others and mssigrk to less experienced staff.

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Application Developer Analyst
Level 5
Job Family Information Technology

FLSA Status Exempt
Pay Grade C5
Salary Plan TA12
Job Code 001814

Summary: This is a senior professional level role that urtdgh level direction, works closely with customerasiness
analysts and team members to understand busirgggseraents that drive the analysis and design velde quality
technical solutions.

Examples of Work:
Job Functions are specific duties that would buded in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

« Provides expertise for the design and developnieiit systems, within all levels of complexity

« May lead efforts to project completion and useis&attion, related to support and/or projects.

« Leads definition of system scope and objectivesthas user needs.

» Leads feasibility assessments, design options |al@vent, testing, quality assurance, and docunmentatHas
solid understanding of business or function forl@pgon.

e Instructs, directs, and monitors work of other gsts and programming team members. Provides teahni
mentoring, coordinates and may assign work tod&pgrienced staff.

* Manages software integration, external interfaceebpment and technical documentation.

* Provides estimates of the analysis and developgfénmt based on requirements

* Recommends development of new code or reuse/enmantef existing code. Participates or leads in
component and architecture design, performancetorarg, product evaluation.

« Ensures development of technical documentatiorigdesspecifications, processes)

e Stays abreast of IT industry best practices. &adsestablishes standards for the Organizationclhachpions the
processes.

Education and Experience:
Master's degree and six years of appropriate expazi or a bachelor's degree and eight years obpippte experience.

Licensure and Certification:

Supervision: This position may have supervisory responsibilities

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Application Programmer
Level 1
Job Family Information technology

FLSA Status Exempt
Pay Grade C1
Salary Plan TA12
Job Code 001815

Summary:
This position is responsible for development anéhteaance of moderately complex application progrétom detailed

specifications.

Examples of Work:
* Uses detailed specifications to create new apphicgirograms
* Responsible for testing, debugging, and documemiingrams.

* Maintains existing applications by adding/modifyilegtures as requested

« Uses professional tools for source-code managenissag tracking, and testing

¢ Consults with client to determine needs and requergs
Education and Experience:
A bachelor's degree and one year of appropriateree. Appropriate college coursework may sulistiait an
equivalent rate for the required experience.

Licensure and Certification: None

Supervision: This position may have supervisory responsibditie

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Application Programmer
Level 2
Job Family Information technology

FLSA Status Exempt
Pay Grade C2
Salary Plan TA12
Job Code 001816

Summary:
This position is responsible for development anihisaance of highly complex application programs.

Examples of Work:
* Responsible for creating detailed specifications

* Responsible for devising or modifying proceduresdlve complex problems

* Fluently uses professional tools for source-codeagament, issue tracking and testing

* Provides guidance and direction to other prograramer

* Responsible for reviewing and inspecting the wdrkther programmers
Education and Experience:
A bachelor's degree and three years of appropigierience. Appropriate college coursework may tgulbs at an
equivalent rate for the required experience.

Licensure and Certification: None

Supervision: This position may have supervisory responsibdlitie

The Foundation for The Gator Nation
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UF ‘ UNIVERSITY of

Job Title Business Process Consultant
Job Family Information Technology
FLSA Status  Exempt

Pay Grade C3

Salary Plan TA12
Job Code 001817

Summary:

This is a senior professional level role resporsibl most complex systems process analysis, desigrsimulation.
Creates process change by integrating new procestdesxisting ones and communicating these chatwespacted
business system teams.

Examples of Work:
Job Functions are specific duties that would buded in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

« Facilitates the optimization of business perfornealng enhancing the alignment between business ggesand
IT.

» Performs process analysis and definition by digsggroblems and suggesting solutions.

» Performs process re-engineering, design, and siioala

* Responsible for the communication dealing with pescchanges.

e Suggests plans to integrate new and existing psesesnd reviews current processes for efficiendyadility to
meet changing business unit conditions.

» Leads business process projects.

Education and Experience:
Bachelor’'s degree and five years of appropriateggpce. Appropriate college coursework may sulistiit an
equivalent rate for the required experience.

Licensure and Certification: None

Supervision: This position will at times be expected to exercsme supervisory responsibilities acting as a teaah

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Business Relationship Manager
Level 1
Job Family Information Technology

FLSA Status Exempt
Pay Grade C1
Salary Plan TA12
Job Code 001818

Summary:
This is a professional level position responsibledstablishing, managing and maintaining relatigrswith customers
IN one or more service areas.

Examples of Work:
Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

¢ Regularly meets with customers in assigned seaiieas.

e Assists in determining and documenting client bessnrequirements.
« Drafts options and identifies potential technoladjgolutions.

* Provides support during initial assessment of tliequests.

» Performs cost/benefit analysis and review of prdieasibility.

* May assist in prioritizing IT service requests.

Education and Experience:
A bachelor's degree and one year of appropriateree. Appropriate college coursework may sulistiit an
equivalent rate for the required experience.

Licensure and Certification: None

Supervision: This position has no supervisory responsibilities.

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Business Relationship Manager
Level 2
Job Family Information Technology

FLSA Status Exempt
Pay Grade C2
Salary Plan TA12
Job Code 001819

Summary:
This is a professional level position responsibledstablishing, managing and maintaining relatigrswith customers
IN one or more service areas.

Examples of Work:
Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

¢ Regularly meets with customers in assigned seaiieas.

e Assists in determining and documenting client bessnrequirements.

« Drafts options and identifies potential technoladjgolutions.

* Provides support during initial assessment of tliequests.

» Performs cost/benefit analysis and review of prdieasibility.

* May assist in prioritizing IT service requests.

* Interacts with clients to reduce the possibilitypotential difficulties and resolves problems.
» Keeps clients consistently informed of a projestigus.

< Discusses any significant client issues with hisgupervisor.

Education and Experience:
A bachelor's degree and three years of appropigierience. Appropriate college coursework may tulbs at an
equivalent rate for the required experience.

Licensure and Certification: None

Supervision: This position may have supervisory responsibilities

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Business Relationship Manager
Level 3
Job Family Information Technology

FLSA Status Exempt
Pay Grade C3
Salary Plan TA12
Job Code 001820

Summary:

This is a senior professional level role, workin@atrategic level, responsible for establishmgnaging and
maintaining relationships with customers in onenore service areas, accountable for ensuring tleadesign and
integration of proposed system, software and harelaalution leads to the development and growtih@business
through effective use of technology.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

* Regularly meets with customers in assigned seairieas.

e Assists in determining and documenting client bessnrequirements.

« Drafts options and identifies potential technoladjgolutions.

« Provides support during initial assessment of tliequests.

« Performs cost/benefit analysis and review of ptdieasibility.

* May assist in prioritizing IT service requests.

* Interacts with clients to reduce the possibilitypotential difficulties and resolves problems.

» Keeps clients consistently informed of a projestigus.

« Discusses any significant client issues with hisgupervisor.

» Utilizes research and client contact to developrietogical solutions that are suited to the curesmt future
needs of business partners.

< Identifies the emerging trends in IT solutions ider to better align the needs of business partmignsi T
products and services.

» Actively seeks new opportunities and developsetias to market business solutions.

Education and Experience:
A bachelor's degree and five years of approprigpemence. Appropriate college coursework may sulistat an
equivalent rate for the required experience.

Licensure and Certification: None

Supervision: This position will exercise supervisory respongiigi$ at times and provide mentoring to others.

The Foundation for The Gator Nation
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Job Title Computer Operator
Level 1
Job Family Information Technology

FLSA Status Non-Exempt
Pay Grade El

Salary Plan TU2N

Job Code 001821

Summary:

Monitors daily batch processes using tools providesponds correctly to abnormal conditions; negifon-call support
via telephone and email and correctly relates ito@tson; follows written and oral instructions fia&rsolving abnormal
conditions. This position is responsible for bdsiel data center systems operations.

Examples of Work:
Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultent of the duties performed.

* Monitors the status and operations of computingregtd/orking systems.

* Follows documented procedures in dealing with petida incidents of these processes.

* Monitors console systems and peripheral equipment.

* Monitors the status and operations of data cenfeastructure.

« Manage printed output correctly from data streaifilltog in appropriate pickup locations using RS&ftware,
multiple printers and 1/O books.

» Conducts routine inspections on equipment and tepory abnormalities.

* Assists with monitoring all new or surplus equipiaen

* May assist with the asset management of IT equipmen

Education and Experience:
An associate’s degree or a high school diplomatand/ears of appropriate experience. Appropriateege coursework
or vocational/technical training may substitutaatquivalent rate for the required experience.

Licensure and Certification: None

Supervision: This position does not have supervisory resporitsés!

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultesx of the duties performed.
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Job Title Computer Operator
Level 2
Job Family Information Technology

FLSA Status Non-Exempt
Pay Grade E2

Salary Plan TU2N

Job Code 001822

Summary:
This position is responsible for routine systempsrp

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

* Monitors and controls the status and operatioreoofputing and networking systems.

* Monitors console systems and peripheral equipment.

« Monitors the status and operations of data cenfeastructure.

¢ Maintains Production Control procedural documeatati

e Supervises the workflow of lower level computer @pers on all shifts on a regular basis.
* Responsible for directing the training of shiftfsta a constantly changing environment.
* Responds to customer inquiries and alerts.

» Conducts routine inspections on equipment and tepory abnormalities.

* Monitors all new or surplus equipment.

» Assists with the asset management of IT equipment.

* May make changes to operational parameters.

* May assist programmers and systems analysts aschegtth testing and debugging.

¢ May maintain inventory, maintenance, and repaislog

Education and Experience:
An associate’s degree athigh school diploma and three years of apprapeaperience. Appropriate college coursework
or vocational/technical training may substitutaatequivalent rate for the required experience.

Licensure and Certification: None

Supervision: This position may be responsible for the supermisiblower level computer operators.

The Foundation for The Gator Nation
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Job Title Computer Operator
Level 3
Job Family Information Technology

FLSA Status Nonexempt
Pay Grade E3

Salary Plan TU2N

Job Code 001823

Summary:
This position is responsible for medium-complexsygtem support.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

* Responsible for supporting systems on multiplef@tats.

* Monitors and controls the status and operatioreoofputing and networking systems.
e Operates and monitors console systems and perigtgripment.

* Responsible for making changes to operational petens

< Monitors the status and operations of data cenfeastructure.

« Oversees shift staff to ensure adequate staffidgpanformance.

e Acts as primary contact for customer inquiries.

* Responsible for all incident reporting during hes/shift.

Education and Experience:
A bachelor's degree and four years of approprigberience.

Licensure and Certification:

Supervision: Responsible for supervising operations shift staff.

The Foundation for The Gator Nation
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Job Title Data Center Infrastructure Technician
Job Family Information Technology

FLSA Status Exempt

Pay Grade C2

Salary Plan TA12
Job Code 001753

Summary:
This position is responsible for infrastructure [soip.

Examples of Work:
Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultent of the duties performed.

« Responsible for the planning and installation dhdaenter equipment.

* Responsible for monitoring and maintenance of teetecal stability of the data center includingwer, HVAC,
raised-floor, and fire protection systems.

¢ Responsible for the documentation of utility equiprplanning.

e Performs equipment and documentation audits torerampliance.

« Assists with the development and maintenance dfigds&ontrol procedures.

Education and Experience:
A bachelor's degree and two years of approprigbersence. Appropriate college coursework may stuistat an
equivalent rate for the required experience.

Licensure and Certification:

Supervision: This position does not have supervisory resporitsisil

The Foundation for The Gator Nation

An Equal Opportunity Institution UF E x,\\§ l.f\l\{.(.;.lﬂl,




UF ‘ UNIVERSITY of
Job Title Data Center Supervisor
Job Family Information Technology
FLSA Status  Exempt

Pay Grade C2

Salary Plan TA12
Job Code 001754

Summary:
This position is responsible for the managememtatd center operations.

Examples of Work:
Job Functions are specific duties that would buded in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultent of the duties performed.

* Responsible for the supervision of day-to-day ofpanma.

* Monitors the status and operations of infrastrietithin UF data centers and Communication Infredtire
Buildings.

e Authorizes and directs changes to operational petiens

» Acts and second level customer service contaaldta center issues.

e Assists with the management of change managenwmrdss

* Oversees and monitors daily work and performanaatd center staff.

* Responsible for data center documentation and tiagor

» Assists with the development and maintenance afigd&ontrol procedures.

Education and Experience:
A bachelor's degree and five years of approprigpegence. Appropriate college coursework may stuttetat an
equivalent rate for the required experience.

Licensure and Certification:

Supervision: Responsible for managing technical staff, dataaramperations, and operations processes.

An Equal Opportunity Institution SIFICATION PROJECT,
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Job Title Documentation Specialist
Job Family Information Technology
FLSA Status  Non-Exempt

Pay Grade E3

Salary Plan TU2N
Job Code 001825

Summary:
Under direct supervision, prepares and/or maintsystems, programming, and operations documentaitoluding user
manuals. Maintains a current internal documentdiiary.

Examples of Work:
Job Functions are specific duties that would bigrex in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

* Responsible for creation and maintenance of doctatien.

» Translates technical and/or complicated informainda clear, concise documents appropriate forouertarget
audiences.

« Works with development, quality assurance and tieahsupport to produce a wide variety of technical
publications including instructional materials,aial manuals, product documenations and thefdikese by
both the IT units and the campus community.

* Reviews, critiques, and edits documenation inclgdiesign documents, programmer notes and system
overviews.

» Depending on the system or service, documents neyde various media including written and video.

* Responsibilities include maintenance of internaluoentation library, providing and/or coordinatspgecial
documenation services as required, and oversigipeital projects.

« Works in a team setting, assists with incomingsgaimails and walk ins.

Education and Experience:
A bachelor's degree and one year of appropriater@qe. Appropriate college coursework may sulistiat an
equivalent rate for the required experience.

Licensure and Certification:

Supervision: This position may have supervisory responsibilities

An Equal Opportunity Institution SIFICATION PROJECT,
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Job Title End User Computing Specialist
Level 1
Job Family Information Technology

FLSA Status Non-Exempt
Pay Grade El

Salary Plan TU2N

Job Code 001826

Summary:
Provides accurate, timely, and sustainable solstiorend user computer and networking problemshaisic to moderate
nature to ensure end user productivity

Examples of Work:
Job Functions are specific duties that would buded in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

« Assist with the installation and implementatiordesktop and mobile computing devices, printersahdr
peripheral devices, and wireless computing and conitations devices.

» Assist users with initial sign-on and access ttvgmfe and files as designated by their supervisors.

* Provides Tier 2 support to users for basic softveae hardware of end-user computing needs.

» Escalates to Tier 3 support when necessary.

Education and Experience:
Associate’s degree; or a high school diploma aray®ars of appropriate experience.

Licensure and Certification: None

Supervision: This position does not have supervisory resporitsisil
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Job Title End User Computing Specialist
Level 2
Job Family Information Technology

FLSA Status Non-Exempt
Pay Grade E2

Salary Plan TU2N

Job Code 001827

Summary:
Provides accurate, timely, and sustainable solstiorend user computer and networking problemsnobderate to
complex nature to ensure end user productivity

Examples of Work:
Job Functions are specific duties that would buded in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

e Configures, installs, monitors and maintains ITra'sdesktop software, hardware, mobile computing ks,
printers and other peripheral devices

* Provides consultation to IT users for all aspe€esnal-users computing and desktop-based LAN systems
software.

e Assist users with resolving software issues pdrigito supported software

* Responsible for troubleshooting and resolving matddy complex software and device issues.

« Provides preventative actions recommendation ftwaork issues.

« Serve as technical resource for users.

Education and Experience:
Associate’s degree and two years of appropriateréxpce; or a high school diploma and four yeamsppfropriate
experience. Appropriate college coursework masiule at an equivalent rate for the required eepee.

Licensure and Certification: None

Supervision: This position does not have supervisory resporitsisil
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Job Title End User Computing Specialist
Level 3
Job Family Information Technology

FLSA Status Exempt
Pay Grade C1
Salary Plan TA12
Job Code 001828

Summary:
Provides accurate, timely, and sustainable solstiorend user computer and networking problemshiglaly complex
nature to ensure end user productivity

Examples of Work:
Job Functions are specific duties that would buded in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

« Analyzes customers’ business needs and develdpsdiet requirements, prepares Requests for QuUBIEQS),
configures integrated solutions to meet customeds@&nd implementing client solutions.

* Responsible for troubleshooting and resolving higldmplex software and hardware issues.

» Assist with identifying, diagnosis, and troublestiog building level core network layer 3 infrasttuie and
network issues.

« Provides preventative actions recommendations ssidta in finding solutions to recurring softwarg a
hardware problems.

» Serves as a technical consultant to the clientfadtgng team and must have the broad knowledgeuttipte
computer environments, platforms and technologiesia-depth knowledge of the institutions’ products

Education and Experience:
Associate’s degree and four years of approprigiemance. Appropriate college coursework may stuistat an
equivalent rate for the required experience.

Licensure and Certification: None

Supervision: This position does not have supervisory resporitsisil
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Job Title
Job Family

Enterprise Application Administrator
Information Technology

FLSA Status Exempt

Pay Grade

C3

Salary Plan TA12

Job Code

Summary:

001829

The Enterprise Application Administrator particieatin projects to implement or enhance ERP sysasmspplications.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultent of the duties performed.

Responsible for ensuring the performance and litiabf ERP systems.

Performs troubleshooting for hardware, software sysdiems problems that involve ERP modules.
Monitors and maintains performance metrics foraysteatures, recommends and takes
corrective/preventive actions

Performs configuration, change management anadhgeattivities as required.
Consults users on technology changes that will ahpark processes.

Education and Experience:

A bachelor's degree and two years of approprigbersence. Appropriate college coursework may stuistat an
equivalent rate for the required experience.

Licensure and Certification: None

Supervision: This position does not have any supervisory respities.
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Job Title Help Desk Representative
Level 1
Job Family Information Technology

FLSA Status Non-Exempt
Pay Grade El

Salary Plan TU2N

Job Code 001830

UF Information Technology Classification”

Summary:

Under general supervision, responds to and diagmedlems through discussions with users. Inclpdelslem
recognition, research, isolation and resolutiopst&ypically is able to resolve less complex peaid immediately,
while more complex problems are assigned to séenvet support. May involve use of problem managendstabase
and help desk systems.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultent of the duties performed.

* Responsible for Tier 1 & 2 software and hardwargpsuit.

* Provides technical advice, guidance and informaahign to customers using hardware and softwasgrams.

» Troubleshoots and restores service by analyzimmtitying and diagnosing faults and symptims using
established processes and procedures.

« Performs root cause analysis and develops checktistypical problems.

« Recommends procedures and controls for probleneptin.

* Maintains knowledge database and call trackingtdes& to enhance quality of problem resolutions.

* Works in a team setting, assists with incomingsc&mails and walk ins.

Education and Experience:
A high school diploma and two years of appropretperience. Appropriate college coursework or viocat/technical
training may substitute at an equivalent rate li@rrequired experience.

Licensure and Certification:

Supervision: This position does not have supervisory resporitsas!

*Reserved Classification - Use of this classifioatoutside of UFIT requires prior approval by Cifisation and
Compensation

An Equal Opportunity Institution l\"\l\{,(;l,,l

The Foundation for The Gator Nation UF @
N



UF [FLORIDA

Job Title Help Desk Representative
Level 2
Job Family Information Technology

FLSA Status Non-Exempt
Pay Grade E2

Salary Plan TU2N

Job Code 001831

UF Information Technology Classification”

Summary:

Under general direction, responsible for ensuriregtimely process through which problems are cdiettolncludes
problem recognition, research, isolation, and fetlap steps. Requires experience and understanflthg aniversity
environment. Typically involves use of problem mgement database and help desk system.

Examples of Work:
Job Functions are specific duties that would buded in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultent of the duties performed.

¢ Responsible for Tier 1 & 2 software and hardwarspstt.

« Provides technical advice, guidance and infornahing to customers using hardware and softwargrpros.

» Troubleshoots and restores service by analyzimmtiying and diagnosing faults and symptoms using
established processes and procedures.

e Performs root cause analysis and develops checktistypical problems.

« Recommends procedures and controls for probleneptin.

« Maintains knowledge database and call trackingl@dest® to enhance quality of problem resolutions.

e Leads projects.

* Works in a team setting, assists with incomings;aimails and walk ins.

Education and Experience:

A high school diploma and four years of appropraétperience. Appropriate college coursework or tiopal/technical
training may substitute at an equivalent rate lierrequired experience.

Licensure and Certification:

Supervision: This position may have supervisory responsibilities

*Reserved Classification - Use of this classifioatbutside of UFIT requires prior approval by Cifisation and
Compensation

The Foundation for The Gator Nation
TARGET

An Equal Opportunity Institution UF@




UF [FLORIDA

Job Title Help Desk Representative
Level 3
Job Family Information Technology

FLSA Status Nonexempt
Pay Grade E3

Salary Plan TU2N

Job Code 001832

UF Information Technology Classification”

Summary:

Under general direction, responsible for ensuriregtimely process through which problems are cdiettolncludes
problem recognition, research, isolation, and fetlap steps. Requires experience and understanflithg aniversity
environment. Typically involves use of problem mgement database and help desk system.

Examples of Work:
Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultent of the duties performed.

¢ Responsible for Tier 1 & 2 software and hardwarspstt.

« Provides technical advice, guidance and informshing to customers using hardware and softwasgrams.

» Troubleshoots and restores service by analyzimmtiying and diagnosing faults and symptoms using
established processes and procedures.

« Performs root cause analysis and develops checktistypical problems.

« Recommends procedures and controls for probleneptin.

« Maintains knowledge database and call trackingl@dest® to enhance quality of problem resolutions.

e Leads projects.

« Works in a team setting, assists with incomings;aimails and walk ins.

Education and Experience:
A bachelor’'s degree and 4 years of Help Desk egpee.

Licensure and Certification:

Supervision: This position may have supervisory responsibilities
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Job Title Information Security Analyst
Level 1
Job Family Information Technology

FLSA Status  Exempt
Pay Grade C1
Salary Plan TA12
Job Code 001856

UF Information Technology Classification*

Summary:

This entry level technical role is responsible dssisting UF units in evaluating their IT enviromhand recommending
security measures and practices that meet UF'gipsliand standards and safeguard their informatgsets. This
position works on tasks of low complexity with imdaate supervision required.

Examples of Work:
Job Functions are specific duties that would bkigre in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fulteax of the duties performed.

* Works with UF business units to achieve securifgdives and address identified risks

» Assists with translating security requirements ifiotactional specifications and managing changes

e Assists with the analysis and development secplitys for all systems

« Involved in the full security systems life cycleegigning, coding, testing, implementing, maintagnamd
supporting software, quality assurance, testinglayenent

» Assists in the development and validation of basetiecurity configurations for operating systerpgliaations,
networking, and telecommunications equipment.

e Assists in the development of technical documemtafilesigns, specifications, processes, workflams)
communications

» Carries out procedures to ensure that all systproducts and services meet organization secuatydsirds

* Assist units with information security risk assessis.

*  Work with UF units to identify, select and implemeégchnical controls.

* Assists with information security training and aem@@ss programs.

e Ensure that the UF information security environmsrgports UF privacy policies.

Education and Experience:
Bachelor's degree and one year of appropriate expe:. Appropriate college coursework or vocatibeehnical
training may substitute at an equivalent rate lierrequired experience.

Licensure and Certification:
None

Supervision:
Immediate supervision required.

*Reserved Classification - Use of this classifioatbutside of UFIT requires prior approval by Cifisation and
Compensation
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Job Title Information Security Analyst
Level 2
Job Family Information Technology

FLSA Status  Exempt
Pay Grade C2
Salary Plan TA12
Job Code 001857

UF Information Technology Classification*

Summary:

Under general supervision, this intermediate I@edition assists in performing procedures and ples/iechnical
solutions that serve to provide appropriate acteasd project systems from intentional or inaduereiccess or
destruction. This position has demonstrated aliitgevelop IT security standards and procedures.

Examples of Work:

Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fulteax of the duties performed.
*  Works with UF business units to achieve securifgdives and address identified risks
* Translating security requirements into functiorn@dfications and managing changes
e Assists with the analysis and development secplitys for all systems
< Involved in the full security systems life cycleegigning, coding, testing, implementing, maintagnamd
supporting software, quality assurance, testinglayenent
» Develops and validates baseline security configamatfor operating systems, applications, netwarkand
telecommunications equipment.
« Develop technical documentation (designs, spetifing, processes, workflows) and communications
e Carries out procedures to ensure that all systprodpcts and services meet organization secugtydstrds
e Assist units with information security risk asseesis.
«  Work with UF units to identify, select and impleniéechnical controls.
e Assists with information security training and aem@&ss programs.
* Ensure that the UF information security environmsrgports UF privacy policies.

Education and Experience:

Bachelor's degree and three years of approprigeriexce. Appropriate college coursework or voeeitechnical
training may substitute at an equivalent rate lierrequired experience.

Licensure and Certification: None

Supervision: This position does not have supervisory resporitsis|

*Reserved Classification - Use of this classifioatbutside of UFIT requires prior approval by Cifisation and
Compensation
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Job Title Information Security Analyst
Level 3
Job Family Information Technology

FLSA Status  Exempt
Pay Grade C3
Salary Plan TA12
Job Code 001858

UF Information Technology Classification*

Summary:

This intermediate level technical role is respolesifor assisting UF units in evaluating their ITvenonment and
recommending security measures and practices that WiF’'s policies and standards and safeguard thk@rmation
assets. This position works on tasks of mediumpterity with general supervision required.

Examples of Work:
Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions

are not all-inclusive nor do they cover the fultea of the duties performed.

e Works with UF business units to achieve securigdives and address identified risks.

e Gathers, compiles, and synthesizes informatiosdourity processes or systems

« Makes recommendations for development of new stycsystems/procedures or reuse/enhancement ofngxist
security systems/procedures.

* Analyzes security needs to assess technical fégsdnd solutions

* Translates security requirements into functionakgrations and manages changes

« Involved in the full systems life cycle; designimgding, testing, implementing, maintaining andmarting
software, quality assurance, testing, deployment

« Assists in the development of strategies and glaashieve security requirements and address fohtisks.

» Develops and validates baseline security configumatfor operating systems, applications, netwarkand
telecommunications equipment.

« Develop technical documentation (designs, spetifing, processes, workflows) and communications

e Assists in creating and executing security procesitinat ensure that all systems, products andcssraeet
organization security standards, service levelagents (SLAsS) and end-user requirements.

» Assists with analyzing current security processesmocedures to create future configurations wheel to
gains in security, efficiency, and cost savings.

« Under supervision, serves as a subject matter eapgociated with security processes and procedures

e Assist units with information security risk asseesis.

«  Work with UF units to identify, select and impleniéechnical controls.

« Ensure that security issues are addressed throttiteoproject life cycle.

» Facilitates information security training and aweass programs.

* Ensure that the UF information security environmsrgports UF privacy policies.

* Ensure that the information security environmentéd coordinated throughout UF.

Education and Experience:

The Foundation for The Gator Nation
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A bachelor's degree and four years of approprigtereence. Appropriate college coursework may sulistat an

equivalent rate for the required experience.

Licensure and Certification:
GIAC Security Essentials (GSEC) or equivalent prefi
Certified Information Systems Security ProfessiGISSP) or equivalent preferred.

Supervision:

Works independently or as a project team membédr geteral supervision.

*Reserved Classification - Use of this classifioatoutside of UFIT requires prior approval by Cifisation and
Compensation

An Equal Opportunity Institution SIFICATION PROJECT
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Job Title Information Security Analyst
Level 4
Job Family Information Technology

FLSA Status Exempt
Pay Grade C4
Salary Plan TA12
Job Code 001859

UF Information Technology Classification*

Summary:
This senior level technical role is responsibledssisting UF units in evaluating their IT envir@mwhand recommending
security measures and practices that meet UF'gipsliand standards and safeguard their informatssets. This
position works on tasks of high complexity with il supervision and considerable latitude to mikkependent
decisions.

Examples of Work:
Job Functions are specific duties that would biuged in the essential functions of the job desicnip These functions

are not all-inclusive nor do they cover the fultesx of the duties performed.

* Sometimes serves as program/project leader invglvath internal and external projects

* Provides expertise for the design and developmiesga@urity systems and procedures, within a widgezof
complexity levels

e Assists in the establishment of security standemdthe organization

« Recommends development tools/solutions to develbplece security systems and applications

« Analyzes business users needs to assess teclad@sdlifity and solutions of security systems aratpsses

* Translates security requirements into functionakgrations and manages changes

* May lead the full systems life cycle; designingdiom, testing, implementing, maintaining and sugipgr
software, quality assurance, testing, deployment

« Develops and validates baseline security configumatfor operating systems, applications, netwarkand
telecommunications equipment.

* Provides technical mentoring to less experiencaid st

* May lead staff in recreating security problemseasalve security concerns and identify complex pots

» Creates and executes procedures that ensureltegst@ms, products and services meet organizagourity
standards, service level agreements (SLAs), andisedrequirements.

e Analyzes current processes and procedures to @eateity plans which lead to gains in securitficefhcy, and
cost savings.

» Serves as a subject matter expert associated ighlytiechnical security content, processes andeuores.

* Assist units with information security risk assessis.

«  Work with UF units to identify, select and impleniéechnical controls.

« Ensure that security issues are addressed throutteoproject life cycle.

e Establish and maintain information security tragnand awareness programs.

e Ensure that the UF information security environmargiports UF privacy policies.

e Ensure that the information security environmenté coordinated throughout UF.

The Foundation for The Gator Nation
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* Report to the appropriate senior leadership andhatees with oversight of compliance.
« Define the metrics goals and objectives for riskhagement and compliance.

Education and Experience:
A bachelor's degree and four years of approprigberience. Appropriate college coursework may sutstat an

equivalent rate for the required experience.

Licensure and Certification:

GIAC Security Essentials (GSEC) or equivalent prefe

Certified Information Systems Auditor (CISA) or egalent preferred.

Certified Information Systems Security ProfessiGiSSP) or equivalent preferred.

Supervision:
Works independently with minimal supervision andyrdaect the work of others.

*Reserved Classification - Use of this classifioatoutside of UFIT requires prior approval by Cifisation and
Compensation

An Equal Opportunity Institution SSIFICATION PROJECT

The Foundation for The Gator Nation
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Job Title Data Security Specialist
Level 4
Job Family Information Technology

FLSA Status Exempt
Pay Grade C4
Salary Plan TA12
Job Code 001855

UF Information Technology Classification*

Summary:

This senior technical level role is responsible iftentifying and detecting security incidents aregwsity weaknesses
across UFs computing infrastructure and for reagivreviewing, and responding to computer secumitydent reports.
This position works on tasks of high complexitywihinimal supervision and considerable latitudenttke independent
decisions.

Examples of Work:
Job Functions are specific duties that would biuged in the essential functions of the job desicnip These functions

are not all-inclusive nor do they cover the fultesx of the duties performed.
« Identify and assess security weaknesses in UFsuimggnfrastructure.
» Identify and assess current and emerging threatigsocomputing infrastructure.
e Monitor all inbound and outbound network activitydadentify any suspicious patterns.
« Identify, monitor, and protect UF data in use, WEadin motion, and UF data at rest.
* Evaluate, design, implement, administer, and maamteonitoring tools.
« Coordinate the collection and retention of audtadaecessary to support technical analysis.
« Execute the incident management plan in responseciarity incidents.
« Define the metrics goals and objectives for theitooimg and incident management programs.

Education and Experience:
A bachelor's degree and four years of approprigberience. Appropriate college coursework may suhstat an

equivalent rate for the required experience.

Licensure and Certification:

GIAC Security Essentials (GSEC) or equivalent prefik
GIAC Web Application Penetration Tester (GWAPT eguivalent preferred.
GIAC Certified Forensic Examiner (GCFE) or equivdlpreferred.

Supervision:
Works independently with minimal supervision andyrdaect the work of others.

*Reserved Classification - Use of this classifioatbutside of UFIT requires prior approval by Cifasation and
Compensation

The Foundation for The Gator Nation UF @
N
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Job Title Data Center Infrastructure Technician
Job Family Information Technology

FLSA Status  Exempt

Pay Grade E4

Salary Plan TA12
Job Code 001753

Summary:
This position is responsible for infrastructure [soip.

Examples of Work:
Job Functions are specific duties that would buded in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultent of the duties performed.

« Responsible for the planning and installation dhdaenter equipment.

* Responsible for monitoring and maintenance of teetecal stability of the data center includingyer, HVAC,
raised-floor, and fire protection systems.

* Responsible for the documentation of utility equiprplanning.

e Performs equipment and documentation audits torerampliance.

e Assists with the development and maintenance dfigds&ontrol procedures.

Education and Experience:
A bachelor's degree in an appropriate area of alitiion and two years of appropriate experieAggropriate college
coursework may substitute at an equivalent ratéh@required experience.

Licensure and Certification:

Supervision: This position does not have supervisory resporitsisil

*Reserved Classification - Use of this classifioatoutside of UFIT requires prior approval by Cifisation and
Compensation

An Equal Opportunity Institution SIFICATION PROJECT,
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Job Title IT Architect

Job Family Information Technology
FLSA Status Exempt

Pay Grade B2

Salary Plan TA12
Job Code 001837

UF Information Technology Classification*

Summary:
This is an expert position responsible for plannoesigning, developing, and implementing architexfor systems,
applications, security, or other highly specialipgthses of IT architecture.

Examples of Work:
Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions

are not all-inclusive nor do they cover the fultent of the duties performed.
» Determines specification, plans, designs, and dggainost complex and business critical solutions
« Provides design recommendations based on longlfeorganization strategy

« Develop strategy and direction for IT solutions
* Responsible for leading the design and suppomtrprise wide solutions and architecture

« Develops enterprise level solutions that integeat@ss applications, systems, and platforms

« Facilitates the establishment of standards andegiges to guide the design of technology solutions.

« Provides high-level technical guidance for budggingates, bids, purchases, technical documentatizhpuser
consulting.

« Assist with risk identification and risk mitigati@trategies associated with the architectures.

* Researches/maintains knowledge in emerging techissl@nd application to the organization

* Develops standards and procedures which promotp@oemt reuse across organization

« Acts as internal consultant, advocate, mentor &iatige agent

* Assists with project estimation

Education and Experience:

Master's degree and two years of appropriate expegi or a bachelor's degree and four years obpppte experience.
Appropriate college coursework or vocational/techhtraining may substitute at an equivalent ratete required
experience.

Licensure and Certification: None

Supervision: May oversee and direct the work of employees.

*Reserved Classification - Use of this classifioatoutside of UFIT requires prior approval by Cifisation and
Compensation

An Equal Opportunity Institution l\"\l\{,(;l,,l
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Job Title IT Project Manager
Level 1
Job Family Information Technology

FLSA Status  Exempt
Pay Grade C5
Salary Plan TA12
Job Code 001838

Summary:

Under direct supervision, oversees a small pragephases of a larger project. Facilitates proj&ots original concept
through final implementation; works with customé(s define project scope and objectives. Resptméor
coordinating activities of project team, identifgiappropriate resources needed, and developinglsigseto ensure
timely completion of project. Develops detailed wptans, resource plans, project estimates andsstaports as needed
for small projects and phases of larger proje€snducts project meetings and is responsible faept tracking and
analysis. Ensures adherence to quality standdfgolicies, procedures and best practices, aridwsyroject
deliverables. May report to a higher level IT RmjManager.

Examples of Work:
Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions

are not all-inclusive nor do they cover the fultemt of the duties performed.

* Meets with customer to determine customer expectatiegarding the project.

e Conducts project meetings and communicates prsfatis with customers, project team members, verato
supervisors

* Researches, analyzes, and seeks resources farti@salf issues that impede project progress

* Works with project team members to obtain apprawal authorization for access to UF computing resssias
needed for the project

« Meets with vendors to discuss customer expectadadsexplain UFIT policies and procedures and actes
computing resources

Education and Experience:
Master's degree; or a bachelor's degree and twes géappropriate experience.

Licensure and Certification:
None required.

Supervision:
This position may have limited supervision of sedbigned to specific tasks or projects until ¢sks or projects have
been completed.

The Foundation for The Gator Nation
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Job Title IT Project Manager
Level 2
Job Family Information Technology

FLSA Status Exempt
Pay Grade Bl
Salary Plan TA12
Job Code 001839

Summary:

Under general supervision, oversees various pofEch moderate to complex nature. Responsiblalfaspects of the
development and implementation of assigned proprutisprovides a single point of contact for thosggets; facilitates
projects from original concept through final implemtation; works with customer(s) to define progmpe and
objectives. Develops detailed work plans, resoptass, project estimates and status reports akeddsmsed upon the
size, scope and expected resource utilizationaf peoject. Identifies and secures the human ectthical resources
needed to accomplish projects. Conducts projectingmeand is responsible for project tracking andlgsis. Ensures
adherence to quality standards, UF policies, pra@=dand best practices, and reviews project dalies. Manages the
integration of vendor tasks and tracks and reviesvslor deliverables. Provides technical and aialyguidance to
project team; recommends and takes action to dinecanalysis and solutions of problems.

Examples of Work:
Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions

are not all-inclusive nor do they cover the fultemt of the duties performed.

* Meets with customer to determine customer expexctatiegarding the project.

e Conducts project meetings and communicates prsfatis with customers, project team members, verato
supervisors

» Facilitates the analysis and resolution of isshasimpede project progress

* Communicates the customer’s project timeline amgept priority to the project team members, vendord
supervisors

«  Works with project team members to obtain apprava authorization for access to UF computing ressias
needed for the project

* Meets with vendors to discuss customer expectatiadsexplain UFIT policies and procedures and actes
computing resources

Education and Experience:
Master's degree and two years of appropriate expegi or a bachelor's degree and four years obpppte experience.

Licensure and Certification:
None required.

Supervision:
This position may supervise staff on a daily basid/or staff assigned to specific tasks or projents the tasks or
projects have been completed.

An Equal Opportunity Institution l\"\l\{,(;l,,l
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Job Title IT Project Manager
Level 3
Job Family Information Technology

FLSA Status Exempt
Pay Grade B2
Salary Plan TA12
Job Code 001840

Summary:

Responsible for all aspects of the developmentimptementation of extremely complex projects hawangjgnificant
impact on the University’s operations. Providesgle point of contact for those projects; factiés projects from
original concept through final implementation; cdioates the process of obtaining customer objestiwvel defining
project scope through management of team memliirgelops detailed work plans, resource plans, pr@gtimates and
status reports as needed based upon the size,atd@xpected resource utilization of each projéentifies and
secures the human and technical resources neededdmplish projects. Conducts project meetingsisnesponsible
for project tracking and analysis. Ensures adhmrén quality standards, UF policies, procedurektsest practices, and
reviews project deliverables. Manages the intémmaif vendor tasks and tracks and reviews vendbivetables.
Provides technical and analytical guidance to ptdgam; recommends and takes action to direciiagy/sis and
solutions of problems.

Examples of Work:
Job Functions are specific duties that would bkigre in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fulteax of the duties performed.
* Facilitates the process of defining the customexjsectations regarding the project
» Conducts project meetings and communicates prsfatiis with customers, project team members, veraiut

supervisors

« Coordinates the activities of individuals respbtesior the analysis and resolution of issues ithatde project
progress

* Communicates the customer’s project timeline amgept priority to the project team members, vendord
supervisors

« Directs the process to identify and obtain appreweal authorization for access to UF computing resisuas
needed for the project
* Responsible for defining and monitoring adhereodté project budget

Education and Experience:
Master's degree and four years of appropriate edpms; or a bachelor's degree and six years obappte experience.

Licensure and Certification:
None required.

Supervision:
This position supervises staff on a daily basid@anstaff assigned to specific tasks or projectd thre tasks or projects
have been completed.

The Foundation for The Gator Nation
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Job Title IT Manager

Job Family Information Technology
FLSA Status Exempt

Pay Grade B2

Salary Plan TA12
Job Code 001756

Summary:

This position will manage IT-related activitiesane or more of the following information technolagpeas: system
administration, network support, operating systsopgport, systems design and/or implementationcaefenunications
systems, or user/client services.

Examples of Work:
Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions

are not all-inclusive nor do they cover the fultemt of the duties performed.

» Supervises and provides highly complex technicsigie implementation, maintenance, system admatietr,
and support of hardware, software, network, and&iructional technology.

« Identifies, evaluates, supports, and solves coniphkies related to area of expertise.

« Participates in the planning and administratiodegartmental and project budgets.

* Resolves escalated problems referred by subordsnigkervisors or staff.

« Prepares long and short range plans for applicatietection, systems development, systems mairtenan
production activities and for necessary suppoduees.

* Plans and coordinates project schedules and redatedties.

» Coordinates activities by scheduling work assigrsiesetting priorities, and directing the work obsrdinate
employees.

Education and Experience:

Master's degree and two years of appropriate expegi or a bachelor's degree and four years obpppte experience.
Appropriate college coursework or vocational/techhtraining may substitute at an equivalent ratete required
experience.

Licensure and Certification:

Supervision: Responsible for supervising information technoletgff.

An Equal Opportunity Institution SIFICATION PROJECT,
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Job Title IT Support Supervisor
Job Family Information Technology
FLSA Status Exempt

Pay Grade Cc2

Salary Plan TA12
Job Code 001841

Summary:
Supervises the activities of a team of IT profasais® who provide technical support to the orgaioréd information
systems to ensure these systems operative effigctind reliably.

Examples of Work:
Job Functions are specific duties that would bkigre in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

* Responsible for providing IT users with suppddtermining user needs and incorporating themthealesign
and overall plan of the organization.

* Monitors and analyzes performance metrics, sgaesults with organization.

« Organizes and coordinates the activities assxtiaith installation, deployment, and upgrade dfveare,
hardware, and network facilities as it relatesh®drganization.

» Evaluates and provides techniques for increassag productivity.

« Works in a team setting, information and assistithers.

Education and Experience:
A bachelor's degree or Associate’s degree and daosyof appropriate experience.

Licensure and Certification:

Supervision: This position has supervisory responsibilities.

An Equal Opportunity Institution SIFICATION PROJECT
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Job Title IT Training Specialist
Job Family Information Technology
FLSA Status  Exempt

Pay Grade Cc2

Salary Plan TA12

Job Code 001867

Summary:

Under general direction, responsible for the cogasind delivery of training and development prograomall levels of
end-users and IT professionals. The incumbentisnpibsition will be involved in training needs ass®ent and training
vendor selection, where appropriate. This persorksvolosely with all IT units to understand traigineeds and to
develop and implement appropriate programs. Assgssential client needs and applies adult learphmgiples to
develop training programs; develops and implemeumtscula as needed; develops documentation amdrigamaterials;
creates online just-in-time online training res@asrincluding digital paper, audio, and video tnagpifor workstation and
mobile access.

Examples of Work:

Involved in training needs assessment process emdov selection.

Works closely with both IT and business to underdtsystem and training needs for applications an#ages
supported.

Develops documentation for custom applications@atkaged applications, using a variety of mediums a
needed.

Designs training programs, classes, workshopsCamiputer based Training (CBT) and on-line help.
Delivers training to a variety of audiences, untirding and applying adult learning principles.

Education and Experience
Master's degree in an appropriate area of spegi@liz or a bachelor's degree in an appropriate @frspecialization and
two years of appropriate experience.

Licensure and Certification:

Supervision: This position may have supervisory responsibdlitie

The Foundation for The Gator Nation
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Job Title IT Vendor Management/Procurement Analyst
Job Family Information Technology

FLSA Status Exempt

Pay Grade C2

Salary Plan TA12
Job Code 001842

Summary:
This intermediate level position is responsibledoccessful vendor management and procurementiofréstructure.

Examples of Work:
Job Functions are specific duties that would buded in the essential functions of the job desicnip These functions
are not all-inclusive nor do they cover the fultent of the duties performed.

e Liaison between IT technical teams and resourceagers (IT management, BC, and UF)

» Execution and review of vendor contracts

» Participates in the selection and implementatiolT c(fupplier sourcing strategies.

» Solicits, receives and analyzes proposals, quostnd tender submissions and recommends seleétion
suppliers.

« Maintains relationships with vendor contacts, resslcomplaints and reports status of the relatiprtshsenior
management.

* Monitors vendor compliance with contractual obligas and measures performance based on compa@yecrit

* Updates and administers asset databases, tradkingdle of all assets.

Education and Experience:
A bachelor's degree in an appropriate area of aligtiion and one year of appropriate experierfggpropriate college
coursework or vocational/technical training maysitbte at an equivalent rate for the required eepee.

Licensure and Certification:

Supervision: This position may have supervisory responsibiti

The Foundation for The Gator Nation
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Job Title

Level

Job Family

Network Engineer
1
Information Technology

FLSA Status Exempt

Pay Grade

C1

Salary Plan TA12

Job Code

Summary:

001740

This entry level position is responsible for plarmiimplementing, designing, analyzing, and mamtey layer 1 — layer
3 network infrastructure.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinp These functions

are not all-inclusive nor do they cover the fultesx of the duties performed.

Identifies resources required for network desigietuiding upgrades, expansions, and enhancements
Configures and installs network hardware and sofivw@ meet requirements and conform to technicaldpe
Standards.

Analyzes network efficiency by conducting netwaekts and running diagnostics to forecast performanc
thresholds. Monitors and reports on network trafisage, and performance.

Reviews network changes and trends forecast fukeeds at the building or small campus level.
Determines and corrects moderately complex netwarklems.

May work on building or small-campus design recomdaions and problems.

Determines feasibility, cost, equipment needs,tand constraints/allocations for assigned projects.
Mentor and trains Network Technicians.

Education and Experience:
A bachelor's degree and one year of appropriatereqre. Appropriate college coursework or vocetiftechnical

training may substitute at an equivalent rate lierrequired experience.

Licensure and Certification:

Supervision: This position does not have supervisory resporisgs|
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Job Title

Level

Job Family

Network Engineer

2
Information Technology

FLSA Status  Exempt

Pay Grade

C2

Salary Plan TA12

Job Code

Summary:

001741

This intermediate level position is responsibleglanning, implementing, designing, analyzing, amantaining layer 1
— layer 4 network infrastructure.

Examples of Work:
Job Functions are specific duties that would budwed in the essential functions of the job desicnip These functions

are not all-inclusive nor do they cover the fultent of the duties performed.

Identifies resources required for network desigiefuiding upgrades, expansions, and enhancements
(building and core network).

Configures and installs network hardware and sofii@ meet requirements and conform to technicaidpe
Standards.

Analyzes network efficiency by conducting netwaekts and running diagnostics to forecast performanc
thresholds. Monitors and reports on network trafisage, and performance.

Reviews network changes and trends forecast fukerds.

Determines and corrects highly complex network |gmis (may work on building or campus level)
Makes design recommendations at the core netwwek le

Assist with Data Center issues (aggregation laygickes, basic server, etc)

Determines feasibility, cost, equipment needs,tand constraints/allocations for assigned projects.
Mentor and trains Network Engineers | & II's andtiNerk Technicians.

Education and Experience:
A bachelor's degree and two years of approprigtergance. Appropriate college coursework may stuistat an
equivalent rate for the required experience.

Licensure and Certification:

Supervision: This position does not have supervisory resporitisl
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Job Title

Level

Job Family

Network Engineer

3
Information Technology

FLSA Status  Exempt

Pay Grade

C3

Salary Plan TA12

Job Code

Summary:

001742

This senior level position is responsible for pliazugn implementing, designing, analyzing, and mamte layer 1 — layer
7 network infrastructure.

Examples of Work:
Job Functions are specific duties that would buded in the essential functions of the job desicnip These functions

are not all-inclusive nor do they cover the fultent of the duties performed.

Identifies resources required for network desigiefuiding upgrades, expansions, and enhancements
(building, core, and Data Center).

Configures and installs network hardware and sofii@ meet requirements and conform to technicaidpe
Standards.

Analyzes network efficiency by conducting netwaekts and running diagnostics to forecast performanc
thresholds. Monitors and reports on network trafigage, and performance.

Leads and participate in network planning, desigph@ngineering.

Reviews network changes and trends forecast fukeges (campus and Data Center)

Determines and corrects highly complex network |gmis for the campus network.

Makes design recommendations for the entire cametvgork.

Leads with Data Center and other advanced issdearfaed servers, server load balancers, etc)
Determines feasibility, cost, equipment needs,tand constraints/allocations for assigned projects.
Mentor and trains Network Engineers | and Netwoeknicians.

Education and Experience:
A bachelor's degree and three years of appropigierience. Appropriate college coursework may tgulbs at an
equivalent rate for the required experience.

Licensure and Certification:

Supervision: This position does not have supervisory resporitisl
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Job Title Network Technician
Level 1
Job Family Information Technology

FLSA Status  Non-Exempt
Pay Grade E1l

Salary Plan TU2N

Job Code 001736

Summary:
This position provides support and maintenanceasfdnetwork systems.

Examples of Work:
Job Functions are specific duties that would bigrex in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultent of the duties performed.

e Assist with the installation and implementatiorLéfN’'s Wireless Access, Cables, Wiring, Switcheg] &tubs,
etc.

» Performs periodic UPS maintenance and battery cepiant.

» Performs pre-configured port activations on netwswitches.

e Transport and mounts electronic equipment into camioations racks.

» Collects data and Documents network infrastructure.

« Responsible for troubleshooting and resolving bastevork issues.

e Assists with troubleshooting of layer-2 network gaments such as switches and hubs.

« Installs telecommunications infrastructure inclgdoopper, fiber optic, support structures and aatietwork
components.

Education and Experience:

An associate’s degree or a high school diplomatand/ears of appropriate experience. Appropriateege coursework
or vocational/technical training may substitutaatquivalent rate for the required experience.

Licensure and Certification:

Supervision: This position does not have supervisory resporisas|
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Job Title Network Technician
Level 2
Job Family Information Technology

FLSA Status  Non-Exempt
Pay Grade E2

Salary Plan TU2N

Job Code 001737

Summary:
This position provides support and maintenance adenately complex network systems.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultent of the duties performed.
* Responsible for installing and implementation ofN'& Wireless Access, Cables, Wiring, Switches, Hnbs,
etc.
* Plans and manages network projects (small to medaate buildings)
» Configure layer 2 network electronics which incls@svitches and hubs.
« Responsible for troubleshooting and resolving matecomplex network issues.
« Provides preventative actions recommendation ftwaonk issues.
» Serve as technical resource for customers.
« Provide guidance and training to Network Technigibs.
 May Serve as Team Lead on projects.

Education and Experience:

An associate’s degree and two years of appropeigterience or a high school diploma and four yeaegppropriate
experience. Appropriate college coursework or viooat/technical training may substitute at an egldwt rate for the
required experience.

Licensure and Certification:

Supervision: This position does not have supervisory resporisas|

The Foundation for The Gator Nation

An Equal Opportunity Institution UF E x,\\§ l.f“\{.(.”,,l,




UF [FLORIDA

Job Title Network Technician
Level 3
Job Family Information Technology

FLSA Status Exempt
Pay Grade C1
Salary Plan TA12
Job Code 001738

Summary:
This position involves designing, implementationd anaintenance of high complex network systems.

Examples of Work:
Job Functions are specific duties that would bkigre in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultesx of the duties performed.

« Designs, installs, and implements all layers ofWek infrastructures to include LAN's, Wireless Ass, wire,
switches, routers, etc.

» Assist with WAN configurations and support.

« Plans and manages network projects (medium to Ergle buildings)

« Configure layer 2 and layer 3 network electroni¢golv includes switches, hubs, and routers.

* Responsible for troubleshooting and resolving higldmplex network issues.

e Assist with identifying, diagnosis, and troublestineg building level core network layer 3 infrasttue and
network issues.

» Provides preventative actions recommendations ssidtan finding solutions to recurring network piems.

* Serve as technical resource for customers.

« Provide guidance and training to Network Technisibs & II's.

« May serve as Team Lead on projects.

Education and Experience:

An associate’s degree and four years of appropegterience or a high school diploma and 6 yeasppfopriate
experience. Appropriate college coursework or viooat/technical training may substitute at an eglgwt rate for the
required experience.

Licensure and Certification:
Cisco Certified Network Associate (CCNA) required.

Supervision: This position does not have supervisory resporisgs|
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Job Title Network Technician
Level 4
Job Family Information Technology

FLSA Status Exempt
Pay Grade Cc2
Salary Plan TA12
Job Code 001843

Summary:
This position serves as a supervisory role forregiecontractors responsible for Layer- 1 netwaifkaistructure work.

Examples of Work:
Job Functions are specific duties that would bigrex in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultent of the duties performed.

Coordinates daily work assignments

Inspects contractor's work and ensures that caimiraare in compliance with University and Industtgndards.
Reviews infrastructure architectural drawings newstruction and renovation projects.

Creates job specifications for layer -1 infrastametprojects.

Serves as a Liaison to departments and contraciol@yer -1 infrastructure projects.

Education and Experience:
A bachelor's degree and four years of approprigtereence. Appropriate college coursework may sulistat an
equivalent rate for the required experience.

Licensure and Certification:

Supervision: Supervises external contractors.
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Job Title Network Technician Supervisor
Job Family Information Technology

FLSA Status Exempt

Pay Grade C3

Salary Plan TA12
Job Code 001739

Summary:
This position serves as a supervisory role forddggigning, installing, configuring, maintenanceq smoubleshooting of
network systems.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultent of the duties performed.
« Participates in the hiring, performance evaluataong disciplinary actions for Network Technicians.
e Supervises the design, installation, and implentemaf network infrastructure designs.
* Provides mentoring, training, development, anduatadn of Network Technicians
e Serves as Project Manager on multiple complex pteje
» Develops project scope document which includeslpna$, plan, resources, cost, and deliverables.
» Determines assignments of projects
* Implements preventative actions recommendationsahdions to recurring network problems.

Education and Experience:
A bachelor's degree and four years of approprigtereence. Appropriate college coursework may sulistat an
equivalent rate for the required experience.

Licensure and Certification:

Supervision:
This position is responsible for providing supeiasisto the Network Technicians.

An Equal Opportunity Institution SIFICATION PROJECT,

The Foundation for The Gator Nation
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UF ‘ UNIVERSITY of

Job Title Production Control Analyst
Job Family Information Technology
FLSA Status Exempt

Pay Grade C1

Salary Plan TA12
Job Code 001845

Summary:
Manages and controls the processing of programep@ihtional procedures in both a mainframe artdldlited
computing environment to ensure the highest levetervice and system availability are attained.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultea of the duties performed.

« Manages and controls the processing of programep@itional procedures in both a mainframe and
distributed computing environment to ensure théédsg levels of service and system availabilityatained.

« Monitors production business applications and batokeesses on assigned shift.

e Establishes production runs, ensuring that theapjate jcl/job scheduling, run documentation, dath
files are available.

* Assists in job set-up.

* Performs problem identification, escalation anah&son.

» Communicates status of operations to allow for imigge response to service disruptions.

Education and Experience:
A bachelor's degree and two years of approprigbersence. Appropriate college coursework may stuistat an
equivalent rate for the required experience.

Licensure and Certification: None

Supervision: This position does not have any supervisory respities.

An Equal Opportunity Institution SIFICATION PROJECT,
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UF [FLORIDA

Job Title Systems Admin/Programmer
Level 1
Job Family Information Technology

FLSA Status Non-Exempt
Pay Grade E3

Salary Plan TU2N

Job Code 001745

Summary:
This position is responsible for entry level syséesministration.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

* Responsible for the tracking of service requests.

* Responsible for the support and resolution of Tiegquests.

« Ultilizes the internal knowledgebase/playbook tagdi@se, isolate and debug hardware and softwaressand to
ensure the accuracy of information.

* Assists with the maintenance and installation vhmety of hardware and software systems incluaied,
application, and database servers.

e Assists with the formulation and implementatiomadnitoring systems procedures and work plans.

* Responsible for the preparation and maintenantecbhical documentation.

Education and Experience:

An associate’s degree and two years of appropeigierience or a high school diploma and four yeaegppropriate
experience. Appropriate college coursework or viooat/technical training may substitute at an eglgwt rate for the
required experience.

Licensure and Certification: None

Supervision: This position does not have supervisory resporisés!

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Systems Admin/Programmer
Level 2
Job Family Information Technology

FLSA Status Exempt
Pay Grade C2
Salary Plan TA12

Job Code 001746

Summary:
This position is responsible for intermediate lesydtems administration.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultesx of the duties performed.

« Responsible for the tracking of service requests.

« Manages Tier 1 requests and escalated Tier 2 rexques

« Ensures the knowledgebase/playbook is updatedipe2 Bupport efforts.

« Performs maintenance and installation of a vaétyardware and software systems including webliegton,
and database servers.

* Formulates and implements monitoring systems praesdand work plans.

* Responsible for the preparation and modificatioteohnical and capacity documentation.

* May maintain history reports, ID’s and addressescarring problems and assists in the developmaht a
execution of business process best practices atressganization.

« May perform basic data maintenance.

Education and Experience:

An associate’s degree and four years of appropegterience or a high school diploma and six yeheppropriate
experience. Appropriate college coursework or viooat/technical training may substitute at an eglawt rate for the
required experience.

Licensure and Certification: None

Supervision: This position does not have supervisory resporitsas!

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Systems Admin/Programmer
Level 3
Job Family Information Technology

FLSA Status Exempt
Pay Grade C3
Salary Plan TA12
Job Code 001747

Summary:
This position is responsible for medium to advarnlesdl systems administration.

Examples of Work:
Job Functions are specific duties that would bkigre in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

* Responsible for the tracking of service requests.

* Responsible for the implementation and supportief Z requests including an after-hour and weeketation.

« Provides direction to Tier 1 and 2 support.

e Performs maintenance and installation of a vaétyardware and software systems including webliegton,
and database servers.

* Formulates and implements monitoring systems praesdand work plans.

* Responsible for the preparation and modificatioteohnical and capacity documentation.

* Responsible for ensuring the performance and iigtiabf multiple systems.

* May develop business continuity practices for I$teyns.

« May perform capacity analysis, monitor and contis# of IT resources.

e May develop enterprise hardware and virtualizastamdards.

« May develop infrastructure to support databasevear@housing designs, or overall data architecture.

« May manage and maintain production and non-prodnctatabases.

Education and Experience:
A bachelor's degree and two years of approprigbtergance. Appropriate college coursework or varegi/technical
training may substitute at an equivalent rate lierrequired experience.

Licensure and Certification: None

Supervision: Responsible for the leadership of small/mediumdsia®jects and the direction of project effortslel
people.

The Foundation for The Gator Nation
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Job Title Systems Admin/Programmer
Level 4
Job Family Information Technology

FLSA Status Exempt
Pay Grade C4
Salary Plan TA12
Job Code 001748

Summary:
This position is responsible for advanced leveteays administration.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

Responsible for the development of medium to 1&g T projects.

Responsible for the implementation and supportief Z requests including an after-hour and weeketation.
Performs maintenance and installation of a vaiétyardware and software systems including weblicadjon,
and database servers.

Formulates and implements monitoring systems praesdand work plans.

Responsible for the preparation and modificatioteohnical and capacity documentation.

Researches and informs UF IT of upcoming indugtignges and trends.

Responsible for ensuring the performance and iigtiabf multiple systems.

May develop business continuity practices for I$teyns.

May perform capacity analysis, monitor and contis# of IT resources.

May develop enterprise hardware and virtualizastamdards.

May develop infrastructure to support databaseveargéhousing designs, or overall data architecture.

May manage and maintain production and non-prodnctatabases.

Education and Experience:
A bachelor's degree and four years of approprigtereence. Appropriate college coursework may sulistat an
equivalent rate for the required experience.

Licensure and Certification:
Supervision: Responsible for the leadership of medium/largedsprejects and the direction of project effortair
more people.

The Foundation for The Gator Nation
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Job Title Systems Admin/Programmer
Level 5
Job Family Information Technology

FLSA Status Exempt
Pay Grade C5
Salary Plan TA12
Job Code 001749

Summary:
This position is responsible for advanced leveteays administration.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions
are not all-inclusive nor do they cover the fultesx of the duties performed.

* Responsible for the development of advanced UR djepts.

* Works with vendors to solve escalated Tier 2 issues

« Performs maintenance and installation of advaneedvware and software systems including web, apjpica
and database servers.

* Formulates and implements monitoring systems praesdand work plans.

* Responsible for the preparation and modificatioteohnical and capacity documentation.

* Researches and informs UF IT of upcoming indugtanges and trends.

* Responsible for ensuring the performance and iiétiabf multiple systems.

* May develop business continuity practices for I$teyns.

« May perform capacity analysis, monitor and contis# of IT resources.

« May develop enterprise hardware and virtualizastamdards.

« May develop infrastructure to support databasevear@housing designs, or overall data architecture.

« May manage and maintain production and non-prodnctatabases.

Education and Experience:
A bachelor's degree and six years of approprigber@nce. Appropriate college coursework may stiistat an
equivalent rate for the required experience.

Licensure and Certification:

Supervision: Responsible for the leadership of medium/largedsprejects and the direction of project effortair
more people.

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title IT Analyst
Level 1
Job Family Information Technology

FLSA Status  Exempt
Pay Grade C1
Salary Plan TA12
Job Code 001833

Summary:
This is an entry level role that access and protedanical solutions to meet business user needs.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultesx of the duties performed.

Assists with analyzing business users needs teagsehnical feasibility and solutions

Assists with translating business requirementsfumational specifications and managing changes
Assists with estimating of the analysis and develept effort based on requirements

Involved in the full systems life cycle; designirmgding, testing, implementing, maintaining andsuting
software, quality assurance, testing, deployment

Assists with technical designs, specifications, apiions for technical solutions

Develop technical documentation (designs, spetifing, processes, workflows) and communications
Simulates or recreates user problems to resolvetipg difficulties and identify problems

Carries out procedures to ensure that all systproducts and services meet organization standactisrad-user
requirements.

Assists in the testing of software to ensure prgperation and freedom from defects.

Education and Experience:
Bachelor's degree and one year of appropriate iexuper. Appropriate college coursework or vocatiieehnical training
may substitute at an equivalent rate for the reguéxperience.

Licensure and Certification: None

Supervision: This position does not have supervisory resporitisl

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title IT Analyst
Level 2
Job Family Information Technology

FLSA Status  Exempt
Pay Grade C2
Salary Plan TA12
Job Code 001834

Summary:
This is an intermediate level role that accesspanudide technical solutions to meet business useds.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultent of the duties performed.

e Gathers, compiles, and synthesizes informatiomeftiinology processes or systems

« Makes recommendations for development of new codeuse/enhancement of existing Analyzes businessu
needs to assess technical feasibility and solutions

» Translates business requirements into functiorediipations and manages changes

« Provide estimates of the analysis and developnféort based on requirements

« Involved in the full systems life cycle; designimgding, testing, implementing, maintaining andmarging
software, quality assurance, testing, deployment

« Develop technical designs, specifications, andomgtior technical solutions

» Develop technical documentation (designs, spetifing, processes, workflows) and communications

* Simulates or recreates user problems to resolveatipg difficulties and identify problems

» Assists in creating and executing procedures thsre that all systems, products and services ongahization
standards and end-user requirements.

« Assists with analyzing current processes and prresdo create future configurations which leadains in
efficiency and cost savings.

» Assists in the identification of test scenarios drer execution to ensure proper system operaishfreedom
from defects.

e Under supervision, serves as a subject matter eapgociated with content, processes and procedures

Education and Experience:

Bachelor's degree and three years of approprigeriexce. Appropriate college coursework or voeeitechnical
training may substitute at an equivalent rate lierrequired experience.

Licensure and Certification: None

Supervision: This position does not have supervisory resporitsis|

An Equal Opportunity Institution l\"\l\{,(;l,,l
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UF [FLORIDA

Job Title IT Analyst
Level 3
Job Family Information Technology

FLSA Status  Exempt
Pay Grade C3
Salary Plan TA12
Job Code 001835

Summary:
This is a senior level role that access and protadenical solutions to meet business user needs.

Examples of Work:
Job Functions are specific duties that would bkigrex in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultent of the duties performed.

e Sometimes serves as program/project leader inv@lyaith internal and external projects

« Provides expertise for the design and developnieiit systems, within a wide range of complexity dés/

» Sets and establishes standards for the Organization

* Recommends development tools/solutions to develbpfece systems and applications

* Analyzes business users needs to assess tecladsddiity and solutions

» Translates business requirements into functiorediipations and manages changes

* Provide estimates of the analysis and developnféort based on requirements

« May lead the full systems life cycle; designingdiom, testing, implementing, maintaining and sutipgr
software, quality assurance, testing, deployment

* Provides technical mentoring to less experiencaid st

¢ May lead staff in recreating user problems to nesolperating difficulties and identify complex pleims

» Creates and executes procedures that ensureltbgst@ms, products and services meet organizatandards
and end-user requirements.

« Leads the creation and execution of test scentirieasure proper system operation and freedom defiects.

e Analyzes current processes and procedures to drgate configurations which lead to gains in e#fitcy and
cost savings.

» Serves as a subject matter expert associated igtlyhechnical content, processes and procedures.

Education and Experience:

Bachelor's degree and five years of appropriaterspce. Appropriate college coursework or vocatitechnical
training may substitute at an equivalent rate lierrequired experience.

Licensure and Certification: None

Supervision: This position may oversee and direct the work bed.

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title IT Analyst
Level 4
Job Family Information Technology

FLSA Status  Exempt
Pay Grade C4
Salary Plan TA12
Job Code 001836

Summary:
This is position serves as a lead role that acmedprovide technical solutions to meet business nseds.

Examples of Work:
Job Functions are specific duties that would bigrex in the essential functions of the job desinip These functions

are not all-inclusive nor do they cover the fultent of the duties performed.

Leader in multiple internal or external programjpots, advice and counsel is sought within UF

Provides expertise for the design and developnieiit systems, within all levels of complexity

Sets and establishes standards for the Organizatmoihchampions the processes

Performs highly complex systems process analyssgd, and simulation across multiple platforms/andross-
function in business areas

Leads development of innovative IT solutions fekyi and demanding business situations.

Leads the full systems lifecycle responsible faigeing, coding, testing, implementing, maintainarg
supporting application software

May drive recommendations towards the developmenéw tools/solutions or new code or reuse/enhaecém
of existing code

Leads the technical feasibility of solutions, défom of system scope and objectives based ondefared needs
Leads and prepares detailed specifications fronchvpiograms will be written

Leads analysis and revisions for existing systegicldifficulties and documentation as necessary

Serves as a lead subject matter expert associdtetiighly technical content, processes and proeedu
Identifies current processes and procedures whiekandidates for improvement and leads the creafifuture
configurations which lead to gains in efficiencydarost savings.

Develops detailed selection criteria based on ifledtiT system requirements which lead to buy usrbuild
decisions.

Education and Experience:
Bachelor's degree and seven year of appropriateriexige. Appropriate college coursework or vocatitachnical
training may substitute at an equivalent rate li@rrequired experience.

Licensure and Certification: None

Supervision: This position guides and coordinates the work bémt and assigns work to less experienced staff.

The Foundation for The Gator Nation

An Equal Opportunity Institution UF E N\I

[ARGET
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Job Title Telecommunications Applications Analyst
Level 1
Job Family Information Technology

FLSA Status  Nonexempt
Pay Grade E3

Salary Plan TU2N

Job Code 001849

Summary:

Under direct supervision, assists in research acigfinding to develop or modify systems. Formesga&nd defines
system scope and objectives based on user neadistsdin the review/assessment of user needsst#\ssthe
evaluation and selection of equipment. Recommematiification of procedures to solve complex prolderansidering

equipment capacity and limitations, operating tiargd form of desired results. Assists in the plagndesign, and
implementation of communication and collaboratiechinologies.

Examples of Work:
* Prepares detailed requirements and specificatmmsefvices
* Assists in assessing existing system problems,rdentias necessary, and propose solutions
* Assists in the analysis, design, and implementaifdechnology services
» Assists in formulating and implementing procedures
* Recommends improvements to existing services
« Evaluates vendor products, and makes recommendaiioselection

Education and Experience:

Associate’s degree or a high school diploma andy®ars experience. Appropriate college coursework o
vocational/technical training may substitute atgnivalent rate for the required experience.
Licensure and Certification: None

Supervision: This position does not have superyisesponsibilities.

The Foundation for The Gator Nation
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Job Title Telecommunications Applications Analyst
Level 2
Job Family Information Technology

FLSA Status Exempt
Pay Grade C2
Salary Plan TA12
Job Code 001850

Summary:

Under direct supervision, assists in the formulatad definition of system scope and objectivegthasn user needs.
Devises or modifies procedures to solve moderaiahyplex problems considering equipment capacitylamthtions,
operating time, and desired results. Assists irptaening, design, and implementation of commuioceand
collaboration technology services. May functioressl position providing guidance and training &slexperienced
analysts on individual services or projects.

Examples of Work:
* Prepares detailed requirements and specificatmmsefvices
* Assess existing system problems, document as reggeasd propose solutions
* Analyzes, designs, implements, and manages teadyebrvices
e Contributes to formulating policies and procedures
« Recommend new services and improvements to exisingces
e Develops requests for proposals
< Evaluates vendor products, and makes recommendaiiogelection

Education and Experience:

Associate's degree and two years of experienahah school diploma and 4 years of experienc@réyriate college
coursework or vocational/technical training maysitbte at an equivalent rate for the required erpee.
Licensure and Certification: None

Supervision: This position may have supervisory responsibditie

The Foundation for The Gator Nation
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UF [FLORIDA

Job Title Telecommunications Applications Analyst
Level 3
Job Family Information Technology

FLSA Status Exempt
Pay Grade C3
Salary Plan TA12
Job Code 001851

Summary:

Under general direction, formulates and definetesyscope and objectives based on user needssd3ewi modifies
procedures to solve complex problems considerinipetent capacity and limitations, operating timeq desired
results. Plans, designs, and implements commumicahd collaboration technology services. May fiorcas lead
position providing guidance and training to lespemienced analysts across multiple complex prajects

Examples of Work:

Prepares detailed requirements and specificatmmsetvices

Assess existing system problems, document as rageasd propose solutions
Analyzes, designs, implements, and manages teapnekrvices

Contributes to formulating policies and procedures

Proposes and plans new services and improvemeaissting services
Conducts feasibility studies for large projects

Develops requests for proposals

Evaluates vendor products, and makes recommendaiiogelection

Education and Experience:

Bachelor's degree and two years of experience) éisaociate's degree and four years of experigkmeropriate college
coursework or vocational/technical training maystitbte at an equivalent rate for the required eepee.
Licensure and Certification: None

Supervision: This position may have supervisory responsibdlitie

The Foundation for The Gator Nation
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UF ‘ UNIVERSITY of
Job Title Web Designer

Job Family Information Technology
FLSA Status  Exempt

Pay Grade C1

Salary Plan TA12
Job Code 001848

Summary:

Under general supervision design and build webpamphsding user interface features that includeriattive element
and high levels of usability using current techigods.

Examples of Work:
Essential functions of the job description inclide not limited to.

e Contributes as a member of a design team to igeuiér requirements, web architecture, and prejempe.
» Develops design concepts for implementation.

» Designs graphic features for print or online.

* Research emerging web based technologies.

» Contributes to the design group’s efforts to enleathe appeal of the organization’s online offerings

Education and Experience:
Bachelor’s degree; or an associate’s degree angéaxs of appropriate experience.

Licensure and Certification: N/A

Supervision: This position may have supervisory responsibilities
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